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Abstract

Setting up a common secret key for communications between two parties over insecure mobile
communication networks is important for many network applications. Previously, Wu and Lin
proposed a non-interactive authenticated key agreement over mobile communication networks
with security proofs assuming the Bilinear Diffie-Hellman problem is hard. Wu and Lin scheme
is unique as the users do not need to interact at all in sharing a secret key. Besides, their scheme
will at least achieve trust level of 2, where the system authority will not know the user secret
keys since self-certified cryptography is used. In this paper, we demonstrate that any malicious
outsider can break the security of Wu and Lin’s scheme by impersonating any one of the party
using public key replacement attack. Besides, we show that the system authority can easily
recover all the user secret keys which contradicts with the concept of self-certified cryptography.
Lastly, if the secret key shared between two parties or one of the party’s private key had been
compromised, the same two users can no longer communicate in the future since the same secret
key will be derived and shared forever. This violates the property of forward secrecy, a property
that must be provided for a key agreement scheme.
Keywords: key agreement; security analysis; attacks; communication networks and applica-

tions.
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1 Introduction

Due to the advancement of Internet, the communications between multiple parties to share
confidential data become more frequent. An authenticated key agreement (AKA) protocol [4]
enables two parties to authenticate each other as well as securely compute a shared secret key to
be used for subsequent operations. Very naturally, the resultant shared secret key can be used
for any symmetric key primitives given that symmetric key primitives enjoy higher speed and
communication efficiency. To name a few, Digital Video Broadcasting Common Scrambling Al-
gorithm [17] is specified by the European Telecommunication Standards Institute (ETSI), A5/1
stream cipher [3] is used to ensure over-the-air voice privacy in the Global System forMobile com-
munications (GSM) cellular telephone standard and Cipher-based Message Authentication Code
(CMAC) [7] is used on the authenticationmechanism of the IPsec Encapsulating Security Payload
(ESP) and the Authentication Header (AH) protocols. Another notable example is Hash-based
Message Authentication Code (HMAC) [2] that is widely used within the Secure Shell Protocol
(SSH) and Transport Layer Security (TLS) to provide the data integrity and ensure the authentic-
ity of a message. Thus, this shows the importance of key generation in providing security services
to mobile communication networks and applications.

In 1991, Girault introduced the notion of self-certified cryptography [8] to solve the drawback
of conventional public key cryptography and identity-based cryptography [16]. For conventional
public key cryptography, the users need to verify the other users’ certificates before communicat-
ing with them. The public key verification is needed to ensure the public key is genuine avoid-
ing the public key substitution attack [12]. To avoid the usage of the certificate for the conven-
tional public key cryptography, identity-based cryptography aims to achieve implicit certification
by generating the user secret key based on the system authority’smaster private key. However, the
system authority must be fully trusted since he knows all the user secret keys. The first practical
identity-based encryptionwas realized by Boneh and Franklin [5]. The proposed scheme achieved
chosen ciphertext security in the random oracle based on bilinear maps assuming a variant of the
computational Diffie-Hellman problem. On the other hand, self-certified cryptography utilizes
the advantages of both conventional public key cryptography and identity-based cryptography
where it can achieve both implicit certification and that the system authority does not know the
users’ secret keys. Of course, the main assumption is that the system authority will not generate a
fake public key for any users. Thus, the system authority in self-certified cryptography is assumed
to be honest but curious.

In [19], Wu and Lin proposed a non-interactive authenticated key agreement scheme based on
the intractability of the bilinear Diffie-Hellman problem (BDHP). In other word, their proposed
scheme is polynomial-time secure assuming that the BDHP is polynomial-time intractable for any
probabilistic polynomial-time Turingmachine (PPTM) adversary. They also claimed their work in
the self-certified model, where no certificate is needed in verifying the user public key and yet the
system authority does not know the users’ secret keys. The proposed scheme is unique and pow-
erful since the two parties do not need to interact with each other to derive the shared secret key.
The more interactions between the two parties, the greater possibilities the information of shared
secret key may leak. Wu and Lin emphasized that the public key of the other party does not need
to be authenticated in advance since the public key verification is simultaneously combined into
the process of generating the shared secret key. The proposed scheme was claimed suitable for
the mobile devices with limited computing power and small storage space. Other than providing
the security analysis of their scheme, they also showed that their proposed scheme outperformed
other cryptographic schemes. For example it is more efficient than the one utilizing a certificate-
less public key encryption scheme by [10], a specific certificateless key agreement protocol in [11],
or the certificateless key agreement with multiple PKGs from [14], and finally an authenticated
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certificateless key agreement scheme in [13]. These comparisons were given by the original au-
thor to prove the superiority of their scheme in terms of operational costs.

Our contributions. In this paper, we present three main security issues faced by the Wu and Lin
proposed non-interactive authenticated key agreement scheme [19]. In an outline, these are:

i) Public key replacement attack: the public key is not authenticated during the key agreement
phase and can be easily replaced;

ii) Trust level of the system authority: the system authority can recover all the user secret keys
without being detected by users;

iii) Violation of the property of forward secrecy: the shared secret key’s derivation is determin-
istic and remains the same for the same two parties, thus compromise of a long-term private
key of a user will affect the secrecy of previous established session keys between these two
parties.

We deem our work as important to point out the vulnerabilities of Wu and Lin’s construction as
their scheme was even recognized and cited by several subsequent works including a high profile
conference in 2015 [18, 20]. The security analysis insight provided in this paper can be treated as
the future concern in proposing a new authenticated key agreement protocol.

Organization. In Section 2, we prepare the background of bilinear pairing and different attackers
in the self-certified model. We then reviewWu and Lin’s non-interactive authenticated key agree-
ment scheme in Section 3. Subsequently, we show the security flaws in Wu and Lin’s scheme in
Section 4. Finally, we give some concluding remarks in Section 5.

2 Preliminaries

In this section, we present the notations used throughout the paper and give the description
of bilinear pairing and the bilinear Diffie-Hellman problem. Lastly, we also present different at-
tackers in the self-certified model.

2.1 Notations

The following notations are used throughout the paper:

• If G is a set, we denote z $← G as randomly sampling an element from set G.
• We denote (X,Y ) as a string composed of two componentsX and Y that can be individually

parsed.
• We use the equals sign to denote assignment, similar to programming languages, where

a = b+ cwould be entail computing the right hand side expression and assigning its result
to the left.
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• If a string is composed ofmore than two components, we encapsulate that set of itemswithin
〈, 〉 symbols, e.g. 〈A,B,C〉would be a set of items A, B and C.

2.2 Bilinear Pairing

We review the background of bilinear pairing by referring to [19, 5]. Let (G1,+) and (G2,×)
denote two groups with the same prime order q for some large prime q. Our system makes use of
a bilinear map e : G1 × G1 → G2 which satisfies the following properties:

i) Bilinearity: We say that a map e is bilinear if e(aP, bQ) = e(bP, aQ) = e(P,Q)ab for any
P,Q ∈ G1 and any a, b ∈ Z∗q .

ii) Non-degeneracy: Since G1,G2 are groups of prime order, thus this implies that e(P, P ) is a
generator of G2 if P is a generator of G1.

iii) Computability: There exists an efficient algorithm to calculate e(P,Q) for any P,Q ∈ G1.

2.3 Bilinear Diffie-Hellman Problem

Similarly, we present the bilinear Diffie-Hellman problem by referring to [5]. Notice that the
bilinear Diffie-Hellman problem is a variant of the computational Diffie-Hellman problem.

Let G1,G2 be two group of prime order q. Let e : G1 × G1 → G2 be a bilinear map and P be
a generator of G1. The bilinear Diffie-Hellman problem in 〈G1,G2, e〉 is defined as follows: Given
〈P, aP, bP, cP 〉 for some a, b, c ∈ Z∗q , findW = e(P, P )abc ∈ G2.

2.4 Adversary’s Goals

Different attackers have been considered in the self-certified model, such as the following [8]:

• Malicious Outsider: the outsider may replace any user public keys since no certificates exist
in guaranteeing the authenticity of user public key.

• Dishonest Insider: the insider can obtain the user private keys for a number of identifiers;
the insider aims to deduce the information of the system authority’s master private key by
studying the relationship of the user private keys for different users.

• Curious SystemAuthority: the system authoritymay recover the user private key composed
from the user secret key and the system authority’s master private key without being de-
tected by the user

The ultimate goal for an attacker (either a malicious outsider or a dishonest insider) is to recover
the system authority’s master private key. Else, the attacker may hope that he can recover some of
the users’ private keys. Meanwhile, the curious system authority may hope that he can learn the
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user private keys without being detected and subsequently know the shared secret key between
any two parties.

In the context of a key agreement scheme, the property of forward secrecy [6, 9] must be ful-
filled. Compromise of a long-term private key of any party should not help the attacker in gener-
ating the past session keys between two involved parties. This serves to protect the confidentiality
of past conversations between two parties. In Park et al. [15] also showed the importance and
applications of forward secrecy in mobile communication networks.

3 The Wu-Lin Non-Interactive Authenticated Key Agreement Scheme

In this section, we describe the non-interactive authenticated key agreement protocol by Wu
and Lin in [19] with some slight changes in notations to conform to other pairing-based crypto-
graphic schemes. The proposed protocol consists of three following stages: System Initialization
Stage, User Registration Stage and Authenticated Key Agreement Stage.

i) System Initialization Stage. The system authority (SA) generates groups (G1,+), (G2,×) of
order q with a bilinear map e : G1 × G1 → G2 and selects a generator G $← G1. Subsequently,
the systemauthority chooses c $← Z∗q , computesC = cG and a collision resistant hash function
H : {0, 1}∗ → G1. The public parameters are 〈G1,G2, q, e,H,G,C〉 while the master private
key is c.

ii) User Registration Stage. For each userUi with identifier IDi the user performs the following
steps to acquire a key pair:

(a) Step 1. Ui chooses ui
$← Z∗q , computes Ri = uiH(IDi) and sends 〈IDi, ui, Ri〉 to the

system authority.
(b) Step 2. The sytem authority checks if Ri = uiH(IDi) and if correct selects vi $← Z∗q to

compute Yi = viRi and Xi = cYi. It returns (Xi, Yi) to Ui.
(c) Step 3. Ui checks the correctness as e(C, Yi) = e(G,Xi) and accepts (Yi, Xi) as user

private/public key pair if the equation holds.
iii) Authenticated Key Agreement Stage. When two parties, U1 and U2 wishes to generate a

shared secret key between them, they do the following:
(a) Step 1. U1 computes the shared key as S = e(X1, Y2).
(b) Step 2. U2 computes the shared key as S′ = e(Y1, X2).

The proposed protocol fulfills the property of correctness since S = S′:

S = e(X1, Y2)

= e(cY1, Y2)

= e(Y1, cY2)

= e(Y1, X2)

= S′.

81



W. C. Yau et al. Malaysian J. Math. Sci. 15(S) December: 77–89 (2021) 77 - 89

For ease of understanding, Figure 1 illustrates the Wu and Lin non-interactive authenticated
key agreement protocol diagrammatically. Security proofs of the proposed protocol is omitted in
this paper and interested reader can refer to [19] for more details.

Figure 1: Wu-Lin’s non-interactive authenticated key agreement scheme ([19]). The user registration stage for Bob is similar to Alice’s and
is not depicted.

4 Security Issues with the Wu and Lin’s Non-Interactive Authenticated Key
Agreement Protocol

In this section, wepresent our findings, i.e., three security issueswith theWu-Lin non-interactive
authenticated key agreement protocol in order of seriousness.

4.1 First Issue: Public Key Replacement Attacks

Self-certified cryptography lies between the conventional public key cryptography and identity-
based cryptography. One of the major advantages that is inherited from self-certified cryptogra-
phy is no certificates are needed to guarantee authenticity of user public keys. This ability had
been captured in the security model of self-certified cryptography where the attacker is allowed
to replace any user public key with his chosen user public key. Even if the attacker can replace
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the user public key, the other part of public key (i.e., the user identifier ID) prevents the attacker
from decrypting a ciphertext or forging a signature.

The first attack discovered is that any malicious outsider can easily impersonate any user by
launching public key replacement attack since there exists no certificate that binding the public
key of a specific user to his identifier ID. The public key replacement attack can be illustrated as
follows:

i) A malicious outsider UA with identifier IDA chooses a $← Z∗q and computes YA = aG and
XA = aC. (YA, XA) serves as UA’s public-private key pair.

ii) Assume that UA wishes to impersonate user U1 to share a common secret key with U2, UA
needs to exchange Y1 with YA. This can be done by sending/e-mailing YA to U2 or replacing
Y1 with YA stored on the public key directory. In most of the cases, the public key of a sender
will be transmitting to the receiver directly by attaching it to emails.

iii) Finally, UA and U2 can compute the shared secret key as S = e(XA, Y2) and S = e(X2, YA)
respectively. The correctness can be verified as follows.

e(X2, YA) = e(cY2, aG)

= e(Y2, acG)

= e(Y2, aC)

= e(Y2, XA)

= e(XA, Y2).

This attack works as U2 cannot distinguish whether the public key belongs to U1 or UA since there
is no certificate binding Y1 to U1. U2 will be convinced that he is interacting with U1, instead of
UA.

We illustrate the attack diagrammatically in Figure 2.

Figure 2: Public key replacement attack on Wu-Lin’s protocol.
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At the same time, this attack also means the security proofs provided by Wu and Lin (refers
to Theorem 3 in [19]) are invalid. The security model given by Wu and Lin is incomplete where
public key replacement oracle is not given to the attacker and thus the public key replacement
attack cannot be captured in the security proofs. More importantly, Wu and Lin showed that the
attacker can break the Bilinear Diffie-Hellman problem if the forgery of shared secret key can
be constructed. However, Wu and Lin did not show that the forgery can be constructed using the
simulation game in security proofs. Wu and Lin only assumed that such forgery can be constructed.
Thus, the security proofs provided by Wu and Lin contain flaws.

4.2 Second Issue: Trust Level of System Authority

Wu and Lin claimed their scheme to be self-certified. In the self-certified model proposed by
Girault in [8], Girault introduces the concept of trust level of the system authority inspired from
the differences between conventional public key cryptography, identity-based cryptography and
self-certified cryptography. The trust level of the system authority can be divided into three levels
of increasing security order as follows.

• Level 1. The system authority generates all user secret keys and can utilize them freely
impersonate any user at any time without being detected.

• Level 2. The system authority merely certifies a user’s secret keys, which are generated by
users themselves, but can still impersonate a user by generating false guarantees such as
issuing a certificate for a false set of keys that claim to be the user’s.

• Level 3. The system authority can be detected if attempting impersonation, such as if it
attempts to replace a user’s secret key in a participation of a protocol with other users. Each
user’s secret key can be publicly verified to originate from the user.

Obviously, the trust levels of system authority in identity-based cryptography, certain certifi-
cateless cryptography schemes and traditional public key infrastructure are of 1, 2 and 3 respec-
tively.

For identity-based cryptography, the user’s secret key is generated by the system authority.
Therefore the system authority has full access to a user’s secret and can impersonate the user at
will by only using its identity-string.

For certificateless cryptography, proposed byAl-Riyami andPaterson [1], the trust levelswould
be 3 if certain binding techniques were used to bind a user’s public keys to their identities. Oth-
erwise, it only reaches trust level 2 if public key replacement attacks are successful by the system
authority. This allows the system authority to circumvent a user’s private keys with their own
generated fake public/private key pairs if the binding is not done properly.

Finally, traditional public key infrastructure (PKI) ecosystems and self-certified cryptography
achieve trust level 3. In PKI ecosystems, an issued certificate binds a public key to a user, while the
secret that is generated by the user remains unknown to the system authority. For self-certified
cryptography, this is done implicitly, and similarly the system authority has no knowledge of the
user’s secret. Changing the certificate would open the system authority up to detection of fraud-
ulent actions.

Figure 3 illustrates the trust levels as depicted in this paragraph.
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Figure 3: Trust levels for identity-based cryptography, certificateless cryptography (without public key binding) and traditional public key
infrastructure as described by Girault [8].

However, it is evident that the Wu-Lin non-interactive authenticated key agreement protocol
achieves only trust level of Level 1. This is because when a user registers himself in the User
Registration Stage, the user sends his user secret key ui as part of the communication to the system
authority. The system authority knows the master private key c. Therefore with these 2 pieces of
information the system authority can generally impersonate any user who registers themselves
with the system authority without being detected.

Even one may modify Wu and Lin scheme by not sending the user secret key ui to the system
authority during the registration state, but this step does not prevent the key escrow problem. In
fact, the generation of public-private key pair (i.e., (Yi, Xi)) is incorrect since the system authority
can generate the user public-private key pair as (YA = aG,XA = aC) without relying the user
secret key ui. Moreover, the user can check the correctness as e(C, Yi) = e(G,Xi) and still be
convinced that the public-private key pair is generated using his user secret key and identifier
IDi.

This basically allows a SystemAuthority to impersonate any user of its choice and share its key
with whoever it chooses without being detected. Figure 4 depicts a malicious system authority
impersonating Alice, Carol and Eve to a user Bob.
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Figure 4: A malicious system authority impersonating Alice, Carol and Eve to a user Bob.

Due to this issue, theWuandLin proposed non-interactive authenticated key agreement proto-
col [19] is on par with identity-based schemes which also achieves trust level of 1 due to its nature
architecture. Yet, Wu and Lin scheme is much more complicated than an identity-based scheme
as more attacker’s abilities must be captured in the security model of self-certified cryptography
and thus is more open to possibilities where an attacker can break its security.

4.3 Third Issue: Forward-Secrecy of Shared Secret Key

Forward secrecy is an important property thatmust be achieved by an authenticated key agree-
ment scheme. This property ensures that a shared secret key derived from users’ private keys can-
not be compromised even if one of the user’s long-term private key is compromised in the future.
This will put the confidentiality and integrity of the data communicated in the past and the future
at risk.

According to Wu and Lin proposed non-interactive authenticated key agreement protocol, it
can be easily seen that the secret keys shared between two parties will be similar for different ses-
sions. This is because the shared secret is derived solely from the public/private key pair which
never changes. The critical error made by Wu and Lin is not to involve any randomness in gener-
ating the shared secret key between two parties.

This proves to be a problem if a private keyXi of a user has been compromised. For example,
if an adversary learns the private keyX1 of the user U1, all communication prior using the shared
secret key S12 betweenU1 andU2 will then be fully compromised. If the shared secret was used for
encryption, then the adversary can fully decrypt all prior ciphertexts encrypted using S12. If U1

andU2 wishes to rectify this problem, both partieswill require newprivate keys (i.e.,Xi) reissued.

Figure 5 shows what happens if an adversary manages to steal Alice’s private key and is able
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to ascertain the shared secret key SAlice,Bob that is shared between Alice and Bob. All messages
encrypted using that shared key will then be compromised.

Figure 5: An adversary who manages to obtain Alice’s secret can compute her shared key with Bob, and subsequently decrypt all messages
that were encrypted using that shared key.

5 Conclusion

We presented three major security issues with the Wu-Lin non-interactive authenticated key
agreement protocol which raises quite serious concerns. Until these issues are addressed, it seems
that the on-interactive authenticated key agreement protocol is not secure to be deployed as the
authors claim it to be. In order to withstand the attacks that we pointed out, the entire Wu and
Lin’s non-interactive authenticated key agreement protocol must be modified fundamentally. It
is obvious that two parties must interact before deriving any shared secret key to fulfill the prop-
erty of forward secrecy, and thus designing a secure on-interactive authenticated key agreement
protocol remains as an open problem. The security analysis insight provided in this paper can be
treated as the future concern in proposing a new authenticated key agreement protocol.
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